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Why Talk About Fraud?

Recent Events
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Recent Events

Why Talk About Fraud?

• 60% of Title Agents said the Cyberthreats concern them the 

most

• 73% answered negatively to “Is enough being done to prevent 

fraud and ensure data/escrow security”

2023_ic3report.pdf
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Frequency of Fraud

• Out of 650 surveyed consumers

• 1 in 4 had been targeted with suspicious communications

• 1 in 10 had been targets of fraud

• 1 in 20 fell victim to fraud

Wire Fraud
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Wire Fraud

• Theft of funds by an outside actor through compromised emails, 

fraudulent wire instructions, etc. 

CertifID Data

• Three main scenarios:

• Impersonation of a title agent to get buyer funds

• Median loss $72,000, 28% recovery rate

• Impersonation of an owner (seller impersonation)

• Median loss $70,000, 18% recovery rate

• Impersonation of a lender

• Median loss $257,000, 54% recovery rate

Wire Fraud Awareness

• More than half of those surveyed were “somewhat” or “not 

aware” of the risk of wire fraud

• Nearly 2/3 believe it is someone else’s job to educate them on 

wire fraud

• Only 16% say it should be the attorney
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Coverage for Wire Fraud

Case Study

Star Title Partners of Palm Harbor, LLC v. Ill. Union Ins. Co, No. 

21-13343, 2022 WL 4075048 (11th Cir. Sept. 6, 2022).

Hoffman v. Atlas Title Sols., Ltd., No. 14-23-04, 2023 WL 

3580894 (Ohio Ct. App. May 22, 2023). 

ITG’s Wire Fraud Story

• Familiar parties

• Timely transaction

• No policies
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Resources

• Insurance

• ALTA Policies:
• https://www.alta.org/file/ALTA-Outgoing-Wire-Preparation-Checklist

• https://www.alta.org/file/ALTA-Rapid-Response-Plan-for-Wire-Fraud-Incidents

• https://www.alta.org/file/ALTA-Cybersecurity-Incident-Response-Plan

• Vendors:
• CertifID (https://www.certifid.com/) 

• ClosingLock (https://www.closinglock.com/)

Seller Impersonation Fraud

What is it?

• Where an individual purports to be the owner of record for a 

property and sells it to an innocent buyer. 

• Typical properties targeted:

• Vacant land;

• Unencumbered;

• Entity Owner
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Coverage for Seller Impersonation Fraud

How to Avoid?

• Know the “Red Flags”

• In-person Closing

• Remote Online Notarization (weary of KBA)

• Verification Software
• ClosingLock

• CertifID

• Plaid

Resources

• ALTA

• https://www.alta.org/business-operations/operations/seller-

impersonation-fraudation Fraud
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Theft of Funds

Theft

• Defalcation, misappropriation, fraud, theft of funds

• Dishonesty with funds

Coverage for Theft
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Ancillary Coverage for Misuse

Case Study

Stewart Title Guar. Co. v. Law Offices of David Fleishmann, No. 

3:21-1671.-GC-TJB, 2023 WL 3168320 (D.N.J. April 28, 2023). 

Allowing payoff funds to be given directly to the Seller.

How to avoid it?

• Delegation of duties for reconciliations

• Vetting employees

• Following ALTA Best Practices for Settlement
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Miscellaneous

Federal Issues

• Corporate Transparency Act

• FinCEN Reporting Rule

Future Offerings

• ALTA Homeowner Policy

• Provides specific coverage for post-policy fraud

• Technological services

• Resources
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What does this mean for ITG Participants?

• Be vigilant!

• Check your insurance coverages! 

• 16% of title agents have no cyber insurance

• 52% have said that the insurance they do have has gotten far more 

expensive, has worse coverage than before, or both.

Questions/Discussion
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