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Why Talk About Fraud?

Recent Events

Mortgage giant Mr. Cooper hit by cyberattack i ing IT

By Lawrence Abrams Nomeroec 32028

Hovember3,2023

Mr. Cooper Cyber Security Incident
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Recent Events

US insurance giant First American confirms
it was hit by a ransomware attack

First American dat and encr

FNF cyberattack involved data breach impacting 1.3 million
consumers

In its most recent filing with the ities and E: C i Fidelity

National Financial Inc. stated the November cybersecurity incident that disrupted
its business involved a data breach that potentially impacted 1.3 million
consumers.

Why Talk About Fraud?

* 60% of Title Agents said the Cyberthreats concern them the
most

* 73% answered negatively to “Is enough being done to prevent
fraud and ensure data/escrow security”
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Complaints and Losses over the Last Five Years®
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$12.5 Billion

Losses in 2023

2,412

Average complaints received daily

758,000+

Average complaints received per year g svexs)

,ﬁ,ﬁ\ Over 8 Million

Complaints reported since inception
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2023 CRIME TYPES

50523
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17883 1PR/Copyright and Counterfeit 1438
15443 SMSwap 1075
1419 Malware 659
‘Credit Care/check Fraud 13718 Bomet 540
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Read Estate 952

2023 CRIME TYPE!

continued

S4570275653  Extortion $74EILETS
BEC §2,946830270  Emplayment $70.234,079
Tech Support 2451265 Ransomware: $s9g41,380
Personal Dats Breach $144219879  SMSwap 48,798,103
Confidence/Romance 652504505 Overpayment 22,985,105
Data Breach 353439720 Botnet $22422,708
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Han-payment/Nan-Dellvery 4309648416 Threats of violence: $13531178
Giher 5340053059 Harassmen/Stalking 59,677,332
Credit cardChack Fraud S17362761  PR/Copyrghtand Counterfer 67555329
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Advanced Fee S134516577  Mabware $1.13317
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OVERALL STATE STATISTICS

33  lowa 3,723

32 lowa $59,829,482

Frequency of Fraud

* Out of 650 surveyed consumers
* 1in 4 had been targeted with suspicious communications
* 1in 10 had been targets of fraud

* 1in 20 fell victim to fraud

Wire Fraud
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Wire Fraud

* Theft of funds by an outside actor through compromised emails,
fraudulent wire instructions, etc.
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CertifID Data

» Three main scenarios:
» Impersonation of a title agent to get buyer funds
+ Median loss $72,000, 28% recovery rate
 Impersonation of an owner (seller impersonation)
+ Median loss $70,000, 18% recovery rate
« Impersonation of a lender
+ Median loss $257,000, 54% recovery rate
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Wire Fraud Awareness

* More than half of those surveyed were “somewhat” or “not
aware” of the risk of wire fraud
* Nearly 2/3 believe it is someone else’s job to educate them on
wire fraud
* Only 16% say it should be the attorney
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Coverage for Wire Fraud

REQUIREMENTS
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Case Study

21-13343, 2022 WL 4075048 (11th Cir. Sept. 6, 2022).

Hoffman v. Atlas Title Sols., Ltd., No. 14-23-04, 2023 WL
3580894 (Ohio Ct. App. May 22, 2023).
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Star Title Partners of Palm Harbor, LLC v. lll. Union Ins. Co, No.

ITG’s Wire Fraud Story

» Familiar parties
* Timely transaction

* No policies
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Resources

* Insurance
» ALTA Policies:
* https://www.alta.org/file/ALTA-Outgoing-Wire-Preparation-Checklist

« https://www.alta.org/file/ALTA-Rapid-Response-Plan-for-Wire-Fraud-Incidents
* https://www.alta.org/file/ALTA-Cybersecurity-Incident-Response-Plan

* Vendors:
« CertifID (https://www.certifid.com/)
« ClosingLock (https://www.closinglock.com/)

Seller Impersonation Fraud
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What is it?

* Where an individual purports to be the owner of record for a
property and sells it to an innocent buyer.

* Typical properties targeted:
* Vacant land;

* Unencumbered;
 Entity Owner
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Coverage for Seller Impersonation Fraud

COVERED RISKS

BIECT TO THE EXCLUSION COVERAGE. SCHEDULE
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How to Avoid?

* Know the “Red Flags”
* In-person Closing
» Remote Online Notarization (weary of KBA)

« Verification Software
« ClosingLock
« CertifID
* Plaid
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Resources

* ALTA

« https://www.alta.org/business-operations/operations/seller-
impersonation-fraudation Fraud
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Theft of Funds
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Theft

+ Defalcation, misappropriation, fraud, theft of funds

* Dishonesty with funds
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Coverage for Theft
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Ancillary Coverage for Misuse

Gap Coverage Rider
ITG Endorsement

Revined 06.06-207
VA TITLE GAUARANTY 203
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Case Study

Stewart Title Guar. Co. v. Law Offices of David Fleishmann, No.
3:21-1671.-GC-TJB, 2023 WL 3168320 (D.N.J. April 28, 2023).

Allowing payoff funds to be given directly to the Seller.
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How to avoid it?

* Delegation of duties for reconciliations

* VVetting employees

« Following ALTA Best Practices for Settlement
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Miscellaneous

IOWATITLE GUARANTY
A e 1 s

31

Federal Issues

* Corporate Transparency Act
* FinCEN Reporting Rule
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Future Offerings

* ALTA Homeowner Policy

« Provides specific coverage for post-policy fraud

* Technological services

» Resources
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What does this mean for ITG Participants?

* Be vigilant!

« Check your insurance coverages!
» 16% of title agents have no cyber insurance

» 52% have said that the insurance they do have has gotten far more
expensive, has worse coverage than before, or both.

4/5/2024

IOWATITLE GUARANTY
A e 1 s

Questions/Discussion
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